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Abstract: To solve the problem of coreference resolution in information security, a hybrid method was proposed. Based
on the BiLSTM-attention-CRF model, the domain-dictionary matching mechanism was introduced and combined with
the attention mechanism at the document level. As a new dictionary-based attention mechanism, the word features were
calculated to solve the problem of weak recognition ability of rare entities and entities with long length when extracting
candidates from text. And by summarizing the features of the domain texts, the candidates were coreferenced by rules and
machine learning according to the part of speech to improve the accuracy. Through the experiments on security data set,
the superiority of the method is proved from the aspects of coreference resolution and extraction of candidates from text .
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W) FR TR R L, B G B 3 A A A CACE,
automatic content extraction) 5k} #E. CoNLL-
201257, Parcor #EARHZEP S, i SC T LI T AL L
LRGSR, HETFARIRBA R AIATFESCHR

B2, XIFANEIRAG (R4 5 22 42 ek N AN 22
BRI AR, i “As the world’s first cyber ‘super
destructive weapon’, Stuxnet has infected more than
45 000 networks around the world. Computer security
experts believe the virus is the highest level ‘worm’
ever. The new virus uses a variety of advanced tech-
nologies, so it is extremely stealthy and destructive.”,
FEIXAJIEH, “Stuxnet” “the virus” “the new virus”
it AR [N SE4R “ Stunxnet”, T
IR MR, 7T LL3RAS “ Stunxnet” 55 “the highest level
worm” Z[HJJE “is-a” WIRHR, IXFF4Em M ICAH
PRI SR8 1 O R I UERA I, AT A5 B 22 4 A
PN AR VR L S0 53, T A6 VR R 11 5 3t o5 A
XoF JBS N FRUEE B A A

LRI IR 3 Bl S5 R RIETH
(R, R R TR AN T,
RERET A r, Hod, 5RO iER
WO TE IR, BRI, RIS,
ANREAR S M AL 2R = 5 RIS B B8 AT VR AR
A DLARBE = (R, AER AT 22 DHERf
PE 55 RO I RIS A TR S =
T3 B TS R AR R 1 A, TS
K2 AU i = KRR AT P T L FR T R bR
s, DT E R TE B i, X
R [19]R FH K ML ) 55 458 T AH 45 5 1) J7 V2 K ik ke 3%
TR AR IR 0] FL, AR AZ SRR H 1) 7 vk A FH 4
WOE R T AR AR O, (HRAR B 28U
TR R S ] SEARSL R W A T AR, Al
WK

1) ACPRSEARSERUANE], Jir LASR U 12 1] 1) i) 56
ARl AEl U P, AT S ORI ik 1 S A 2R 7Y
HNA L WA AL, (5 U N I S A
KL 5 “pah” “Usili” “ Bk ” AHOG, RISk
120 & 8 A H 2 DR E B9 8 2 B, 1
“Advanced Persistent Threat”. 1fij H, XEsZ{kiE
WA, SCART 2 2 IR LT “ damage of the
virus” JEA R, L) “the virus” g%
SR A I A, DRI 45 B 2 A A b 1 S
A, FRRBOARR TR A A TR AL

A, I ALHE A T A DL S — 6 44 1A R AL Rk
BRI

2) FEEREUMIAZEANA], T AFREUT IEAN T o 45
W, SCHRL O] H 11 i 3 1m0, 458 S AR v i 1125
WA LA AR, LU R i
[EDAZ NI R o8 AV W S RN TR VAT DA S IURAIRPS
o MRTAE B2 A SRS, HR A%
B L (9403 328 1) AN Rl 2 T 22, DRI T 3]
[ FE T VAR5 SCHR[191AN ] .

3) XA VI A A AT A 3 AR A [ o 481
W, 7 AT SRR “ N4 7 JEAT I AR
A DUKEPE AR A A TR AT & TR B %
AU SEAR TN 2 O 88 = ARE R, WA
SRFIE .

4) AR T A, 15 B 2 AR E
KEMIARTER LA A1 LGS« BARTE A
A — ST R ol g A2 465, {H )2 SCHR[19]
Ll OntoNotesPOWE hy 2 F-5AT ML RA ST 5T
AbFE

EEXTLA B, ASCER T — R A I ik
A I 2 AN IS PR R R R . AR SC T AE
BEOr R 2 ARGy 1) INEE 8 SCRY B A (1 4
EIATE ISR AR SR LR A
WD HHHT I 2) XA ARIUEAT AR . A
SCWEIT I BAAE 2 BT R T AE BT, 3R T Rl
BiLSTM-+attention+CRF 5 284 >R i AT SCRS o (1) iy 44
SARTON, AR T SCR TR AE AR IR A — SR bR A —
R @, B4 Advanced Persistent Threat A1 APT.
AR A2 i BILSTM-CRF B (K 3LRH 1 A
Attention AR G 1 J SR SO LA i 5
WIRAROCPE,  £3 BI B AR E SO 2 TH IR IER R,
FRHEAT SEAR M HHEURT 232 0 (R IE I 5280 R, 1%
RIS I 5 4 v A I I PR A S Ak DA B K
AR SR TN GRE RIS, PIAR SO 34T
T, BT Aot 2 S A BILSTM+
dic_attention+CRF . 1A% 5| A\ 1 43k iii] L T AL
i, K SCR R S OIS A, EA—
T B T B S WLk T SRR R AR . U
Ab, TR IE 1] bR T SERZ AR A G — 1
2o RS L AR DL R R . S A
BiLSTM+dic_attention+CRF 5 714 Sk 45 Hy 42 1] % %
BRI ERTE, TEIRIAEM AW IR bR
P, 10 4 )RR R R A MR VR AT
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DAREATIHAN R 45, Btk ASCRATU+BILSTM+
dic_attention+CRF 57 (1) 75 =R EAT (5326 17 (1) 41k Y
Moo ASCHTTTIR AT .

1) St — PR 5 R o 2 A (BILSTM+
dic_attention+CRF) #H%5 & (1) 77 R R A% 22 42
AU A A SCAS P i B A 26 1) % 0 SIS D ) e

2) Pt — Bl RN S LA A SIS A R A
RUTPIE R DA 1S 22 A U N ) FEF T At ) AL

LA THEMEL, ARSI AT RS B %
AU ) B AR Lk B T AT TR RE

2 MxXI{E

KT IARHM kO A, FUHEEAE G
FERET M7, A FEHETEVK Hobbs BB,
X 1 Centering B! AL T-151: 10 RAP 4
PPN AR 21 R, I AR R T
RN AR DIERE EEE THLEs 2 S IR,
fEAE, FEF RN ks Al dER e, el
MASNATT T R A g, BRI E R i SR
HESE WA ERe, I IS TR 7 vk R
B, WAL Z . IR OCT AL W
W9 B eI 2R 28, b Y s A Bt ML
AR B T2 22l 00 Sk 19138 T —Fof
PN 5 GE v o3 FEA ARG A 10 7 R AT SL 4R
fift, ZITIEEN PR T IL ARV AR R S B
BT A, G SLI AR TOX R
G ITTEAR T TN LA i 7k, ILuEs T
BENLARMAE R SLHR I A 20 2R 28 AU o (H& T
VR I A0 P R 3L ARV AR, DRI A R R AR
L 2 A A 08 FH I P ) SCAR B s AT I R (1) o B
VR JE 2E S BIAE HARE 35 e ERA Y N, AT
BN T A8 W AT 522, Selk[2 1748
TR AN KT ISR AR R FE 2 IR, i i )
2 AN FARSS (RIFRR A AT IR HE ) i T
WNZR, LA AR R IE R R o AR UE B T
SRS SR A R R IE A R T4 SR 4R T
IvERE, (HIZ ORI TS & SRR D& F e 7
FGEIRIT, ARSI CAE S 1 e MSCAR R B G
(R Bl DRT A K SCHR[2 1] 7 1R SEAAR SRR R )
A R R AR A 4 i T SR R ) A SRR IR . SCRR[22]0F
For Wi e 1) 5 AR ARAH 455, T S AR
25 2% (CNN, convolutional neural network) 2% >] 7
FFHRRAE, JE I LSTM 2% 3 Buia] AEAE, AR el i

Attention ML~ S 1] R IE R R, JfFl L —A
A28 I 288 oA 26 TR0 Y R SEA T IR A THE T o 1458
TFFAE FH IR FE AR BT e R, RICAR MELEd

B T X e H] T AT e 2 A, AR
WL FR AR AT P A, BBRNET, AW
FUF LG 1% W MEDSTRACTEZHI MEDCoP Xkt
PRI RRVETE R . ST N B4 SRR [34] 2 HY
(P —FpIE WA SRR R A 773, e FLAH
H60.9%, 2 H A0 N T R B e

EFXTCA TR B A ) i, ARSCHR T
— TR A B 7 ke A T AT L e A A N 1R
AR, K NSO RS I AR DA ) TAEI—8
I5e B5G, KRR SR B2 IR &5 5 1)
AR I R FER, KA AL
BRI AT SRV MR . IR 2 S I iR L,
XS R R, TGS I HASC
TH O e AN SCAR IS, d2 4 T T
{5 22 A A L R T A 0 B R I et —
M), o] 5 B A R fid .

3 ETHNSHRFINHIEHEBEITE

ARSCHR T Rk U0 5 HLES 2 IR A T
PORAAT AR AR . 2N TR R 2 AN
1) MG E SCRS P R EUIT A TR 1] 1 (046 42 3
T ARl SARDURRAERTE) HET 2K 2) X
RRHEARIUIA TICFRTEAR . JTVEHER NP 1 iR

M T AT RUR 12051595 S 1]
ICFRWMRIZ 2 Ao b, SREUBIE A FR 3 rh A
JI+BiLSTM+ dic_ttention+ CRF JE& MM, JH T2
BOCARH AR IR I EEAT 7328, i Bor XY, 3.1 1Y
(TP 7% o LT T AR U] 3 B0 3 2 2 i (A T Aot vl
AP LSRR, %X 3.2 A AR, 1,
R JZ AR AR 3.1.2 A5 T Bl 2
SN HARRFAE ;T2 ) HARAFEAR R 3.2.2 ot
(1) 44 1) J6 05 AL FR T AR PR T R A Bk 2 A i oAt
FRIE:  D(w) 7 51 w7 A58 i B g DE C R
W, 7R HL IRl UCC RE T o RO s 1 ® SRR PR we 7
SCRY T P RFIE R IR s g 287 B w8l 1] it
(P15 I SRS S TR R R
31 REBUREREHFSE

RSO I A% 32 ) 48 44 T P T ARl
AR VLSRRIV, AL H oy b 4 ] 1 A TR AR
TV RPN DA R SR (R R E o 44 T P ot o R ik A
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Fdeia
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Bi-LSTM{

HIARE

st

K1

BB ICK RO ) T AT, SRR R
F BILSTM+dic_ttention+CRF A HEATHEI . HAA4e
Faan Bl 1 o (RS 3 o s o
311 %iE4aiEFe ik £ AR IE M RIRALN

W EOLT, A4 R T B 4410 LA e s i
WA, iy i . A ETE S AR 2
FALBE IR R — RIS 4 18] ()i, AR
BEEEUE T TR B4 5 1 S, AR
Jo B . I OHF B e ARSI P TR 2B A E
o LA T A AR 1 44 ] Tt T A i E TR A4 ]
FIE, DRI B LR — R A B OC R T O

— kL, R EEEIIRRA 2 Rl L —
SERE T, HRME 2 PrdRial, #la these.
three. a. the. my 5%; HJ2BAI, HkKERA
W P RAIAFAE, Bhll reds close new. small %%
DRI, m) DATE S 2 T R0 e SR 44 1] 1 0

U, Kot s, U, o BEEY) 3
RS, U, Bontuntty =R0ESE, U, &R
fRRMEIES, U, RnfEIES, U &R
Hoa s, NRRAWES, NP RRAHEESE
&, AD XonERWES, £S5 U=UUU,U
U, UU, UU, UU,

1) @S] a g Tkt A Y A
Z Y EAGE Feos e o, 2. B

TTEHER

W AR TP I AN ], B bR T &R
) ab 4 i 44 1 VT .

2) WA ¢ 8 TR A, B b g T A i 5
&, W) cb g A e R

3) acb J& 144 1K .

AIRIR N

(Va)(Ve)(Vb)(BEL(a,U) A BEL(c,AD) A
BEL(b, N)) — (Vab)(Vch)(Vach)
(BEL(ab,NP) v BEL (ch,NP)v
BEL(ach,NP))

Hrfr, BEL Xorifisashial “J@ 1",

(F31 TN S 7§/ & AT 1/ & AT i
AEAE T PP ) 44 1) s v, 38k ik R 1)
WA AT, T S SO

5 NNP R ik &S R4
A BFEE S, PRRNAES.

1) HRER R A A& 2w RE . B, R

“its methods” IR RS J TE 22 AR “its” “ stuxnet’
s damage” PR E R & LA 410 “stuxnet”, 7]
FKomh

(vab)(va)(BEL(ab,ONP) A (BEL(a,U, ) v
BEL(a,U,))) — (Va)(BEL(a,NNP))

2) kB Ak 44 T 1 T R 1 A4 ] m A 3] o A1)

i, A PERTE “efficiency reduction” HHRERHIE

ONP E/RfT i
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& “efficiency”, TEIRNNH
(Vab)(Va)(BEL(ab,NP) A (BEL(a,N) v
BEL(a, P))) — (Va)(BEL(a,NNP))

W AR (1) A A PR LR AL Ak, A R
FEIULAR LT o
312 FEARRRAp K

1) fiANFFAE

FE T A, R 1A o RS B A )
AR A W TG 2 Ah, BB Y BILSTM-
dic_attention-CRF X SCAS 71 1) S 44 1 AT 12 HUAI 4
o sy, B AR AEELE LU LA 5T

© HORFAE . PR A SR A 23 A 2]
o, TR AN KRR AR AR 10 P58 rh R R 1]
() SCRI )25 S8« Word2vec A 55 5 FH 1) 53] [7]
WZRT Ho 735w U (0 3] [ 3R R, A
EFHSCHR[3 17 A CVE W RHE IS AR 1K) 94 534 25
T AR AT HA] 1) 1 5

@ APERRERFIE (PoS, part of speech). )Tt
BT AR AR A VARV BRI SR e, 2 TR
5 A rPORE R A P B 1) ] P A SO R
SN BEATFR S SCA SR BEEOAR . AT SR
Rz i), ol A PR AR B R, 2T 5
SR AR R, BRI, SRR Ty
(P NFRAIE . ASCAEH Stanford CoreNLP A g sl b
HTH.

@ FAHFL . FATRFAL AL SR A PRI SRy
fH B, WLARTR A RRIR e 4L, R e B
LA I, 50 Windows 1) PE %58 Backdoor.
Win32.Gpigeon.pd F1 Backdoor.Win32.Gpigeon2010.pc
BAMIFEI RIS, Pk, 58 i 21 L8 ] i),
NATTAT DURR & AT Z8 4 T e % Windows ) PE
R AR BAEG T TR AR EA R, A
ATAT LI Y2545 2 503 1R P AT ) B o PR 9
P H TR ECE PR, R ) AT g g s T
%, PCASOR FH SCHRR[35] 3 20 1 A AF N 250515,
L PoS ARic KN FATHEAT ISR, JFdkAT KNG T
PE R IR AT IRIX 0 o

2) BiLSTM-dic_attention-CRF F%7!

BiLSTM-dic_attention-CRF f%74 J&7F BiLSTM-
attention-CRF A [RIFEAY F s 1 S in] g, fg 2
55 JFUR ) SCR4 21 Attention HLEIAISS &, 15K —Ff
BT S RO LRIR T SRR, DA
1k BILSTM-attention-CRF 528 Il i b oA H It

(AR AT AR DL B PR SR A R 95 1) Il /. AR
SCAEIRY v A P 1 (1) 4k 1] B A SCRIE ST A A TE 2
R TAEROI R, 3 wikipedia A 2 445U 1

UCO (unified cybersecurity ontology) #4Jig >k /1]
& fH X D={s,s, S} » HLH, =

WL W - W b A A BRSO DO AR T )T
W, :{017029"'>Ck} yg/ﬂ%ﬁ ﬁ‘]%l /l\ﬁlﬁjﬁﬂf\‘, C =
LR w R | AN ERRIER R, p RO LA w (1]
PERFIEZR 7, WUIR] DAAS 315G T 53] wi R8T IR REAIE 2
h =BiLSTM(w,,¢,,C,,--,C., P) @)
Hrr, h 4B Attention 2 %A, Attention 7 4
I 9K R S 9 w55 530 A o G A i w G =
1,2,3,-,i =1, i +1,-,mn) RISCHKTE, ZAE M a 1]

T AA(3).
f(h,h,)=h"W,h, )
] = n:XP(f(hi h) 3)
;exp(f(hi o)

o, W, o f N ZR B 24
RIS, T LAAG R SORS 2 TR AN 2 R R AR
O

0= 2.3h, “)
j=1

AT AUEE ST LG, IS
Attention HUEIAIZS 2, 55 97 93 T-4508 i) S )
L SRR R g HIaR(8) TR

1, w5 A A DL
D(wi)—{o,}uﬂj )
S(hi’rig):WdD(Wi)hi +(1_Wd)rig (6)

eXp(S(hi ,rig )

o (7
Z exp(s(h ,1))
k=1

A=

nm

9=2 AN, @®)

=1

Horfr,  s(w,r%) 7R i w 781 st DURE 2 5 HoRy

fiF 54 R AE 18 (ORI, A, R BT KRR

(8, VA0 LD R T AR ] S £ 4 SR R AE R g
Bk, i —A tanh ERIFECRIE w 53¢
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R LA 2R B R 2 e
™" = tanh(W,[g,.h ) ©)
§4 07 1E 4 CRF [N, Hidfih

N

score(D, y)= Z:(O,Yyi +T, ) (11)
i1

y*"" = argmax(score(D, y)) (12)

Hrp, T, ARy By BRI score() B
B R FA ST D AR F A Y=y, Yy
4,y RS bR P 45 AL (R BIO
PREE); W ORI S
32 {RikimryLigiHmR

H TR 22 A AU = KRR v T T 345
THARRORRAETERL, D, ASGR I — PR S5
7 ARG A BT PR A T i SR A . T2
BEAT IR A A0 A ade ] A0 R A Q] LA S 44 T R O
SCHREU SR 14400, R4 R D .

Forb, B R 232 % AR I LR
YA VE A TEIR G AT IR, DRI 3
TAERRALE R A E R R T A TA R
SR, AT LS 7 S TR E
321 a8 H iF

R WK B SCA AT 204, H A TR
TR 73 2 Bl 55— FiR G AR AN] s 2 A
FENFRA], 1 T5 R U b AEAE NN
AR, PRI AR OO B8 = AFRAC IR BEAT T A

1) & FRAT

R B SEAT B AE R — M. X T
KEM, WeFETA AT B R R A R e
MG SEAT ] SRR A1 B A0 i, SRR
5% Z AR 5 g 2 18] 22 1] #8925 70 i A2 O Uk 6 B
FLERAE, R B ST 1) 44 B R AR R % R AR 1 58
7. ARG T .

51 1 Sentence: (Autoruns), revealed that there
are (two core files), (Mrxcls.sys); and (Mrxnet.sys)4
in (the Stunex)s (which), was (the first malicious code)
to damage (the industry control system) in the world.

TR 1 3BT S RN 1 s o Rl 0 5 g 1
ATREII T, SO F AT 21 126 171 2 1] £ 73

My % 42, Hd & M — 48 “ NP-NP-SBAR-
WHNP”, W iR 24 “the Stunex”, Wik
A B2 ¢ &2 ARl “which” #5647 1A .

Fz1 HIRG 1 iR R
e 2451
R F which
(Autoruns);

(two core files),
ik 1] (Mrxcls.sys);
(Mrxnet.sys)s

(the Stunex)s

NP-S-VP-SBAR-S-VP-VP-NP-SBAR-WHNP
NP-S-VP-VP-PP-NP-SBAR-WHNP
FEA TR AR NP-PP-NP-SBAR-WHNP
NP-PP-NP-SBAR-WHNP

NP-NP-SBAR-WHNP

IR P4 NP-NP-SBAR-WHNP( the Stunex)

2) = NFRACIAH %

NFRARR IR SEAT 1l d5e A7 AT A T[] — ) i —
T ESEAER AN R I AT, AR R AR
N2, WNET—ANf) 3 JE PR feade i) 44
FIRTRemseATinl. BT ARRAGIE 2R AR SE A,
I R B 22 A U SR ek ] o L R AR I SR AN
DU VB VL S B A N RRARA] 5 s T IR TR AT B
g, WRAIH R CBIGIFP B IREE. I75135)
WREEFIFSINAD), MR — B 14k b B i
s Rl 8D A AFRACIA 564 T3]
TN, LR B ) ) sh) 1, e
Horp R o i R SeA T . 2861 T .

f51 2 Sentence: (Stuxnet); searches for (specific
programs),, accesses (industrial control systems)s,((its),
attack object) is the target program development tool.

AR 2 3 Hr e Rk 2 P “its” HSEAf
fi 1% 1] 4y “ Stuxnet ”“ specific programs” A1 “industrial
control systems”, 1, 5 2 MNIHAIGEMIE Jy ik,
72 “(Stuxnet); searches for (specific programs),”
X,

“(Stuxnet); searches for (specific programs),” A ) f-H
(R —BOtpI gk, Bias T 2 ALk
“(Stuxnet);” F1 “(specific programs),”, “(Stuxnet);”

PEES “its” foe, BIhsedTinl.

F1 “accesses (industrial control systems);”,



2 TR S (5 R e AR A SR SL R Y AR B AR « 171
=2 HEEG 2 DGR A,-B,,A,-B,,B,-A, B,-A, . ZEFIE TR o
A5 244 51 3 Sentence: As the world’s first cyber “super

AR its

(Stuxnet);
SEAAAGEE ] (specific programs),
(industrial control systems);
¥ (Stuxnet); searches for (specific programs),
IHI LK ik
accesses (industrial control systems);
s eun /St (Stuxnet),

322 %iA4aiE6 I8N R

TG, AT LA 2 2] I A 20 R AR
), REAMRRAE 8 ik PR 2 MR I T AH Y
B RE), W F .

1) FIEFEsE—3 78 3.1 Ui fH
BT T 028, B 2 MEHRIT R R &
—5, TR, —SO8E, A S0

2) WA TR —20 Wik 2 ANMriH gL
H—ANE ST —AN R A4 B R AR, WME R B, %
Z WA

3) EHCES . 0T 2 ADNFHE RIS Pk
B sl R B, IR SRR S L —
FONE, A —FUhE.

4) 2 MR IR SCAR TP B RS . T 2 AN
i TGUALE SCASHR P B) B PR ) 7 4 R o

5) ARRAME . BlanfETE “the virus” M5
HEAE B AR B A AR A, 55 “product”

“company” ARG R T AN S

6) [FIN G o 3k Ak o dr s ol LLAIWT H 2 AMfr
THARI R I — A5 R 3 A — NI R, (A5
WX 2 AN A I ) [R) A7 1 7 o

7) O A . JEEE ST, W A
TP R TR 4G ], AR SO I AR SR AR BLURE K L
2 A4 T R ) rh ] R A A

8) & Rinl AN . A R ZAHBIZ L 2
A4 R R B e — A B ] B AR

BTk, dATRIE AR . RO S —
FARBEA AL -AL A, EIXAEETT HEAHAR IR
I (1A -A, LA, -A AL -A, D ZERGEIIZFEA,
FEXFERFRARION 1, 28— AN A4 1] S A 2
SEATUE, AR AN AR S ] . SOIZRREA
M. #iln, A B, M B, 2HIEA FA,Z
[B) ) LAt E 5, T8 4 ml LA 57U R AR

destructive weapon”, (Stuxnet),, has infected more
than 45,000 networks around the world. (Computer
security experts)g, believe (the virus),, is (the highest
level)s, (“worm”)g, ever. (The new virus)s, uses a
variety of advanced technologies, so it is extremely
stealthy and destructive.

i 3 vh, A5 (Stuxnet)a - (the virus)a,~(The
new virus)a,, T PAAE BGIE Y Z5AE A (Stuxnet)y, -
(the virus), F(the virus),, -(The new virus)s,. AR
FRAON R A6, HRA TRz, X
HE BRI R. FFeH, o7 PUE RS
Z5FEA(Stuxnet)s, - (Computer security experts)s,
(Computer security experts)g - (the virus),, =

FLHR I A 1) ) RO 52 b g — AN gk ik ] g
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